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uam. B[ Horamoga»)
HomaTuka nHGOPMAUOHHO 0e30MacHOCTH
TAIIOY «Texuuueckuii konexx um. B,/
INoramosa
1. O0mue NoOJIOKEeHHS
1.1. Tlonutuka wundopmaiuonHoit 6e3onacHoctd (manee — Ilomutuka WbB) TAIIOY

«Texuuueckuit xommemx uM. B.JI. Iloramosa» (manee — Kommemx) ompernensier menud 4 3anayu
cucreMbl obecriedeHrss WH(POPMAIMOHHOW OE30MacHOCTH M yCTaHABIMBAET COBOKYIIHOCTH IIPaBHUIL,
TpeOOBaHUH M PYKOBOISAIIMX NPUHIMUIOB B 0OmacTH MH(GOpManHOHHON 06e30macHOCTH, KOTOPBIMH
pykoBoactByercs Kosnemk B cBoel A€ITETEHOCTH.

1.2. Tlomutuka Wb y4YWTHIBa€T COBPEMEHHOE COCTOSIHME W OJMiKailiue IepCreKTHBBI
pa3BuTHs MHPOPMANMOHHBIX TexHOIOTHH B Kosemxe, menu, 3aayd U MPABOBBIE OCHOBBI HX
IKCILTyaTalldd, peXuMbl (YHKIMOHHPOBAHUS, @ TAK)KE COMAEPIKUT aHAIU3 yrpo3 Oe30macHoCTH is
00BEKTOB U CYyOBEKTOB HH(OPMAIMOHHBIX oTHOMEHKH Komnemxa.

1.3.  Ob6ecneuenue uHpOpManMOHHON Oe30macHOCTH BKIOYaeT B cebs o0y
ACATC/IBHOCTD, HAIIPABJICHHYIO Ha 3alIHTY HHCpOpMaL[HH.

1.4. Huodopmanuonnas OesonacHocts Kommemxka, 3akimogaeTcss B HEYKOCHHTEIBHOM
cobironennu Bcemu cotpynHukamu Koinemka tpeboBannit U MPUHIIAIIOB, U3JI0KEHHLIX B [TomuTHKe
Hb.

1.5. Paspaborka [lomutuxku Wb, BHeceHue U3MEHEHMH M OOIIMH KOHTPOIL BBIIOJIHEHHS
TpeboBanuii mo ofecmeuennto wuHbopmanuonHoit 6GezomacHoctH Kosuremka ocyliecTBiseTCs
3aMecTUTeNeM JUpeKTopa Mo uHpopmaruzanuu u uaHOBarwsaM Parraxosoii I'.H..

1.6. TIlomurtuka Wb sBiseTcs MeTOOOTOrHYEeCKOM OCHOBOM Ui OOECIIEUYeHHs DPExXMMA
HHOOPMALMOHHON 0e30I1aCHOCTH, CIY)XKHT PYKOBOJCTBOM NpH pa3paloTKe COOTBETCTBYIOIIMX
IIOJIOXKEHHH, IpaBUIl, HHCTPYKIIHIA.

1.7. Bce corpyauuxu Komnenxa oTBeTCTBEHHBI 3a 0OecrevYeHHe BBIIOIHEHUS TpeGoBaHHM
uH(pOpPMaNMOHHOM He30MacHOCTH, onpeensieMbix B HacTosme# [TomuTrke UB.

1.8. Tlommtuka Wb paszpabotrana Ha OCHOBE HOPMATHBHEIX H PACIOPSAHTENBHBIX
JIOKYMEHTOB B 06sacTu uHGopMaunonHol Oe3onacuoctu Poccuiickoit ®enepanuu.



- YeTKMM 3HAHHEM M CTPOTUM COONIOJeHMEeM BCEMH IOIb30BaTeNsIMH OOBEKTOB
undopmaionHoi OezomacHoctd Komnemxa, TpeGoBaHui OpraHU3alMOHHO-PACTIOPAANTEIBHbIX
JOKYMEHTOB T10 BOTpocam obecriedeHHs 6e30MacHOCTH HH(OPMAIIHH;

- MEPCOHAIBHON OTBETCTBEHHOCTBIO 338 CBOM JIEHCTBUS KakKJAOTO COTPYJIHHKA, B paMKaX
CBOMX (DYHKIMOHANBHBIX OOS3aHHOCTEH WMEIomero J0CTyn K 00BeKTaM HH(OpMAaluoHHOU
feszonacHocTr Kosnemia;

- npuMmenenneM — QH3HYECKHX M TEXHHYECKHX  CPEACTB  3alUTHI  O0BEKTOB
undopmanuonHoi OezonacHoctd Koemka W HEMpephIBHONW aAMHUHHUCTPATUBHOM IOIIEPKKON HX
HCIIOIE30BAHUS;

. 5(pdeKTHBHBIM KOHTpOIEM HaJ COOIIOJEHHEM I[0Jb30BATEMIMU HH(POPMALIMOHHBIX
pecypcoB Kosnemka tpeboBanuii no obecneuennio 6e30macHoCTH HHPOPMALIHK.

4. OcHoBHbIE Yrpo3sl 6e3onacaocTn nupopmanuu B Kosemke

4.1 [Ton yrposzamu OesonacHoctd uH(opMmanuu B Kosulemke NOHMMAETCs MOTEHLUUAIBHO
BO3MOJKHBIC HETaTHBHBIE BO3JEHCTBHS Ha 3alUINAeMyI0 HH(POPMALHIO.

4.2  OcHOBHBIMH HCTOYHHKAMHM yrpo3 6e3omacHocTH uHpopmMaiuu B Konemke SBisioTCs:

- HelpeHaMepeHHble NEeHUCTBHUS, T.€. JAeHCTBUS, BBHI3BAHHEIE HEKOMIIETEHTHOCTBIO WIIH
XaJIaTHOCTBIO M0JIb30BaTeNe (IepcoHana);

- npeIHaMePEeHHbIE NEHCTBHS, T.€. NEHCTBUA, BBI3BAHHBIE 3/IbIM YMBICIOM, HE3aBUCHMO
OT TOro, BHEIIHMM HJIM BHYTPEHHHUM OTHOCHTEIBHO 00BEeKTOB HH(OpMALMOHHONW Oe30macHoCTH
Konnemxka siBngercs HCTOYHHK YIPO3EI;

- omOKH, MONYIIEHHBIE TPU pa3zpaboTke KOMIIOHEHTOB OOBEKTOB HHEGOPMAIMOHHOI
Oeszonacnocty Komnemka 1 uX CHCTEM 3alMTHL, OMHMOKHA B HPOrpaMMHOM OOecrnedeHuu, OTKa3bl U
cOOM TEXHMYECKUX CPEJICTB;

- ABapuu, CTUXUHHbBIE OeICTBUS.

4.3 Cotpynnuku Komnemka, 3aperucTpupoBaHHbIe Kak jerajibHble nois3oBatenun ECKC
Konnemxa uma 00CIyKUBaIOLUME €€ KOMIIOHEHTHI, SBISIOTCS BHYTPEHHUMH HCTOYHMKAMH CITy4aiHBIX
BO3JEHCTBUM, T.K. HMEIOT HEMOCPEACTBEHHBIN JI0CTYII K IpoueccaM 00paboTku HHGOPMALIUU U MOTYT
COBEpLIATL HENpEeJHAMEPEHHbIC OMMOKM U HapylleHHUs ASHCTBYIOUIMX MPaBUJL, HHCTPYKIIU,
pErJiaMeHTOB.

44  Bo3MOXHBIE IIyTH pealU3allii HEeIpeaHaMepEeHHbIX yrpo3 6e3omacHoctr B Komnemxke:

- HEYMBIIIEHHBIE JEHCTBUS, NPUBOASIINE K YAaCTHYHOMY WM TIOJTHOMY HapyLIEHHIO
(YHKIIHOHAILHOCTH KOMIIOHEHTOB 00BeKTOB HH(popMmanuoHHOW O6e3omacHoct Komnemxka wuin
paspyLUeHHI0 HHGOPMAIIMOHHBIX HITH IPOrPAMMHO-TEXHHYECKHX PECYPCOB;

- HEOCTOPOJKHBIE IEHCTBUM, IPUBOJLINKE K pasrilalleHn0 HHQOpMaIK OrPaHHYEHHOTO
pacIpocTpaHeHus;

- pasriaileHue, rnepeaya Ui yrpara aTpuOyToB pa3rpaHUdeHHs J0CTyIIa;

- HIHOPUPOBAHME OPraHU3allMOHHBIX OrpaHuYeHui npu pabore ¢ MHGOPMALHOHHBIMH
pecypcamu;

- OPOSKTHPOBAHHWE APXHTEKTYPbl CHCTEM, TEXHOJIOTHH 00paboTKM JaHHBIX C
BO3MOXHOCTSAMH,  IIPEJCTABIAIONIMMHA  ONAcCHOCTh IS (DYHKIHOHHpPOBaHUS  OOBEKTOB
nH(popManuoHHoH Oe3onacHoctH Kosnemka i 6e3onacHocti HHGOPMAIIHK;

- [epechlIKa JaHHBIX 10 OMO0YHOMY anpecy (YyCTPORCTRY);

- BBOJI OIIMOOYHBIX JAHHKIX;

- HEYMBIIIUICHHAS TI0pYa HOCcUTeNel undopmaruu;



- HEYMBIIIEHHOE TIOBPEXKICHUE KaHAIOB CBA3H,

- HEIpaBOMEPHOE OTKIIOYCHHE OOOpYIOBaHHS WIM H3MEHEHHE DPEXKHMMOB paboThl
YCTPOHCTB HIIM [IPOTPAMM,

- 3apakeHHE KOMITBIOTEPOB BUPYCaMH,

- HECAHKIMOHHPOBAHHEBIE 3AIlyCK TEXHOIOTHYECKHX MPOTpaMM, CIOCOOHBIX BBI3BATH
MOTEPIo paboTOCIIOCOOHOCTH KOMIIOHEHTOB HH()OPMAMOHHBIX CHCTEM HJIM OCYIIECTBISAIOMUX B HUX
HeOoOpaTHMBIC U3MEHEHHS,

- HEKOMIIETEHTHOE HCIIOJIb30BaHMWE, HACTpOHKa WM HENpaBOMEPHOE OTKIIIOYEHHE
CpeACTB 3alllUTHL.

4.5 Bo3MoKHBIE IIyTH peajin3aluy MpeJHaMepeHHbIX yrpo3 6e3onacHocTr B Kosuiemxke:

- YMBIIUICHHbIE IEHCTBHSA, NPHUBOJAIIME K YaCTHYHOMY HJIM [OJHOMY HapyLICHHIO
(hYHKIHOHATBHEIX KOMIIOHEHTOB 00BEKTOB HH(popMmaimuoHHOH Gesomacnoctd Komnemka uiu
paspyieHuio “HGOPMAITMOHHBIX WM IPOrPaMMHO-TEXHHYECKHX PECyPCOB;

- JefcTBUs [0 Ae30praHmMsanuy  (QyHKIMOHUPOBaHUS OOBEKTOB HH(POPMALMOHHON
Ge3onacHocty Kosuremka, XuieHne J0KYMEHTOB ¥ HOCHTeel uHdopMaru;

- HECAHKIMOHHPOBAHHOE KOMHMPOBaHHE JOKYMEHTOB M HOCUTeNned HH(popMaluu;
YMBIIUIEHHOE HCKaXKeHUe HH(MOPMaIiK, BBOJ HEBEPHBIX JJAHHBIX;

- OTKIIFOYEHWE MM BBIBOJ H3 CTPOS IOACHCTEM obecmedeHHs (YHKIHOHUPOBAHUS
00bexToB HHpOopManoHHOH Oe3onacHocTu Konemxka;

- nepexBaT JaHHBIX, IepelaBacMBIX 110 KaHajlaM CBA3H U MX aHallu3;

- XUIIEHHE TPOU3BOACTBEHHBIX OTXO/IOB;

- HE3aKOHHOE TMOJTydeHHe aTpuOyTOB pasrpaHHueHus JOCTYyIIa,

- HECAHKIIMOHUPOBAHHBI J0CTyl K OO0BEKTOB HH(MOPMALMOHHONW O€30macHOCTH
Komenxka ¢ pabounx CTaHIUH JTeTraTbHBIX OIh30BaTENeH;

- XHIIIEHWE UK BCKPHITHE IMHQPOB KPUNITO3AUIHTHI HHQOPMAIIUH;

- BHEJIPEHHE amnmnapaTHbIX WX NPOrpaMMHBIX 3aK/Ia0K C EIBbI0 CKPBITHO OCYIIECTBIATh
JOCTYII K WH(GOPMAIMOHHBIM pecypcaM MM Ae30praHu3ainud (yYHKIIHOHHPOBAHHUS KOMIIOHEHTOB
00BeKTOB HHpOopMaHoHHOH 6e3onacHocTH Konnemka;

- HE3aKOHHOE  HCIONb30BaHHEe  00OpYyAOBaHMS, MPOTPaMMHBIX  CPEICTB WM
UH(POPMAITMOHHBIX PECYPCOB.

4.6 BO3MOJHBIE TYTH peaju3allid OCHOBHBIX €CTEeCTBEHHBIX yTrpo3 0e30macHOCTH B
Komnnemxe:

- BBIXOJl M3 CTpos oOopydoBaHUS 00BeKTOB HWHOpMAIMOHHONW O€30MacHOCTH U
obopyaoBanus obecrieueHus UX GYHKIMOHUPOBAHKE;

- BBIXOJI M3 CTPOS UM HEBO3MOYKHOCTD HCITO/Ib30BAHUS JIMHUHN CBS3H;

- MTOXKaphbl, HABOJHEHUS U APYrue CTUXUHHbIe OeaCTBUS.

4.7 Hapymurens — 1uMuo, KOTOpoe NPEIIPUHSIIO MONBITKY BBINIOJHEHMS 3allpelleHHBIX
JeHCTBUH 10 OmuOKe, HE3HAHWIO HIM OCO3HAHHO CO 3JIbIM YMBICIIOM WIu 0€3 TakoBOro H
UCIOIb3YIOIIEE IS 3TOTO Pa3IHYHbIE BO3MOKHOCTH, METObI U CPE/ICTBA.

4.8 3MOYMBIIITICHHUK — HApYLIUTelb, AeHCTBYIOIINH HAMEPEHHO U3 KOPBICTHBIX, HICHHBIX
WA UHBIX MOOYKICHUHA.

49 Cucrema obecniedeHus HHPopMaHMoHHOM OezomacunocTr Kotemka 10KHA CTPOUTHCS
UCXO/1s1 U3 NPEAIION0KEHHN 0 BO3MOKHBIX THIIaX HAPYIIUTENECH U 3IOYMBIILUICHHHKOB B CHCTEME,

410 HexoMmneTeHTHBIH MONb30BaTENL — COTPYAHMK Koutemka MCHONB3VIOMMNA TOIBKO
IITaTHBIE CPEICTBA, KOTOPBIH MOXET NpPeJNpPUHUMATh TIONBITKH BBIMOJIHEHHUS 3alpelieHHbIX
NeMCTBHM, JOCTyma K 3anuinaeMbiM o00BeKkTOB HHMopmanmoHHoON Oe3zomacHocTH Komnemxa c



NpEBLINEHUEM CBOHX IOJHOMOYHH, BBOJA HEKOPPEKTHBIX [aHHBIX, HapyMICHUs MPABHIT K
periaMeHToB paboTel ¢ HHpOpMAIMen u T. 1.

4.11 Jhobutens — coTpyaauk Komemka, MBITAIOIEMCS HapyIIHTh CHCTEMY 3alluThl Oe3
KOPBICTHBIX Ieiedf WaM 370r0 ymbicaa. JUisi OpeofoneHuss CHCTEMbI 3allMTBl M COBCPUICHUSA
3anpenieHHbIX AeHCTBHIE OH MOXET MCIONB30BaTh PasIiuHbIe METO/Ib! MOTYYEHHS JI0NOMHUTEILHBIX
[TOTHOMOYHMH JOCTYIa K pecypcaM, HEeJOCTaTKH B MOCTPOCHHE CHCTEMBI 3aIllUTHl W JIOCTYIHbBIC eMYy
mTaTtHele cpencTBa. [IOMHMO 3TOrO OH MOXET IMONBITATBCA HCIOIB30BATh JOTOTHATEILHEIC
HEIITATHbIE MHCTPYMEHTAIbHbIE M TEXHOJIOIMYECKHE IIPOrpaMMHBIC CPEICTBA, CaMOCTOSATEIBHO
pa3paboTaHHbIe TPOrPAMMBI HJIM CTaHJapTHEIE JOMOJHUTE/bHbIC TEXHHYECKHE CPEICTBA.

4.12 BHyTpeHHMI  3TOYMBILUIEHHHK —  coTpyauuk  Kommemka, — AeHCTBYIOMIMH
Lle/TeHATIPABICHHO M3 KOPBICTHBIX HHTEpecoB. MOXKeT MCIOIb30BaTh BECH HAOOP METOIOB H CPEICTB
B3JIOMa CUCTEMBI 3allUThI, BKJIFOUYAsi areHTYPHbIE METOIbl, TACCUBHBIE CPEACTBA, METOIBI H CPEICTBA
AKTHBHOI'O BO3JICHCTBHS, a TAKKe KOMOMHAIMHI BO3IEHCTBHIM, KaK HU3HYTPH, Tak U u3BHe Komemka.

4.13 BHemHW# 3JIOYMBIIUIEHHUK — IOCTOPOHHEE JIHI0, AEUCTBYIOMIEE IEICHAllPaBIeHHO U3
KOPBICTHBIX HHTEpecoB. MOXKET HCIONB30BaTh BECh HAOOp METOHOB M CPEACTB B3JIOMa CHCTEMBI
3AIUTHI, BKIOYAs AreHTYpHbIE METOMBI, TAacCHUBHBIE CPEICTBA, METOAbI U CPEICTBA AKTHBHOIO
BO3JCHCTBHSA, a TaKKe KOMOMHALIMK BO3EHCTBHH, Kak H3HYTpH, Tak 1 n3BHe Kosuremxka.

4.14 K BHYTPEHHHM HApyIIHTEIeM MOTYT OBITh OTHECEHBI JIMLA H3 CIECIYIOLIMX KaTerophi
corpyanukoB Komnemxka:

- 3aperucTpupoBannbie nonszosarenu ECKC;

- cotpyauuku Kolutemka, He SBISIONIHECS 3aperiCTPUPOBAHHBIMY 110JIb30BATEIIIMH 1 HE
nonyiieHHsie k pecypcam ECKC, Ho uMerommye JOCTYI B 3/[aHAE W TOMEIICHHUS;

- nepcoHas, oOecrneuuBaomuil O0OCTy)KUBAHHE  TEXHHYECKHE CpPEICTBA OOBLEKTOB
undopmannonHoit 6ezonacHoctu Komemx.

- CHELUAINCTEL, 3aIeHCTBOBAHHBIC B COITPOBOKACHUH IIPOrPaMMHOT0 00ecIIeYeH s,

4.15 BaeurHuM HapyIIHTEIEM MOXET OBITh JIMLIO U3 CIEYIOIUX KaTerOpHii:

- yBoNeHHbIe coTpynHuKH Konnemxa;

- HpeACTAaBUTENH OpraHu3alyi, B3aUMOIEHCTBYIOIIMX II0 BONIPOCAM TEXHHYECKOIO
obecneuyenus Komnemxka;

- NOCETUTEIH;

- YJICHBI ITPECTYIHBIX OpraHu3alui;

- nuna, ciaydadHo wii ymbimieHHo nponukmme B ECKC Komtemka w3 BHEIIHUX
TETEKOMMYHHKAIIMOHHBIX CETEH (XaKepsl).

5. OcHOBHBbIE NIPUHIMIBI IOCTPOEHHs cHcTeMbl HHGOpManHOHHOMH Ge3onacHOCTH
Konnexxa

5.1 3aKOHHOCTE.

[IpeanonaraeT OCyIIeCTBICHHE 3AIIATHBIX MEPOTIPUITHI U pa3paboTKy cHCTeM 0e30MacHOCTH
udopmamun  Konmemka B COOTBETCTBHM € JIEHCTBYIOIIMM 3aKOHOAATeNbCTBOM B 00nacTu
wH(pOpPMAIMOHHBIX TexHoMoruil. Bee mnonb3oBarenu o0BeKTOB HMHGOPMALMOHHONW 06e30macHOCTH
Komremka MOMKHBEI UMETh IpejcTaBlIeHHe 00 OTBETCTBEHHOCTH 3a IpaBOHApYLICHHS B 001acTH
uHGOpPMAIIMOHHBIX TEXHOJOTHHI. Peanuzanus qaHHOro MpHHIMIA HeoOXoauMa A7 3alliThl HMEHH H
penyTaimu Kosemxka.

5.2 CHCTEMHOCTE.



[IpenmonaraeT y4eT BceX B3aMMOCBSI3aHHBIX, B3aUMOJEHCTBYIOUIMX W H3MEHSIOMIUXCS BO
BpeMEHH JJIEMEHTOB, YCIOBHH M (paKTOpOB, 3HAUMMBIX /I MOHMUM@HUsS M PEIICHUs MTPOOIEMBI
obecrieuenusi Ge3omacHOCTH 00beKTOB MHpopMarmonHo# GezonacHoct Komnemxa. Ilpu cosnanun
CHCTEMBI 3aIUTHl JOJUKHBI YYMTHIBATHCS Bce ciiabble W Hambonee ys3BHMBIE MeCTa OOBEKTOB
uadopmannonHoi 6e3omacHocTd Komremka. Cucrema 3aliMThl A0JDKHA CTPOMTBCS € YHETOM BCEX
M3BECTHBIX KaHATOB MPOHUKHOBEHHUS ¥ HECAHKIMOHUPOBAHHOTO JAOCTYNa K MH(QOPMAIIUK U C YyYeTOM
BO3MO)KHOCTH TIOSIBIICHHUSI IPUHIMITAATBHO HOBBIX IIyTeH pean3aluu yrpo3 6e30macHOCTH.

5.3  KommereHTHOCTB.

[Ipeanosiaraer NpUMEHEHHWE DPAa3HOPOJHBIX CPEACTB 3aUIMTHI NPH IMOCTPOEHHH MLETOCTHOH
CHCTEMBI 3AIUTHI, MMePEKPLIBAIONIEH BCe 3HAYMMBIC KaHAIbl peajM3allid yrpo3 W HE ColepiKalien
crabbIX MECT Ha CTHIKAaX €€ OTAENIbHBIX KOMIIOHEHTOB. 3all|Ta J0/DKHA CTPOUTHCS 3IETOHHPOBAHO.

5.4  HenpepbIBHOCTB H LEJIOCTHOCTH 3alllHTHI.

IT0 mpolece, OCYLIECTBIAEMbINH pykoBoAcTBOM Kouemka U COTpy IHHUKaMH, KOTOPBIH JI0JIKEH
MOCTOSAHHO UATH Ha Bcex ypoBHsX BHyTpH Komnemka. Kaxneit corpyanux Kojuremxa nomken
[pUHHUMATh ydYacThe B ATOM mpouecce. J[esrensHocTs 1o obecnedeHUI0 HHPOPMALUMOHHOH
6e30MacHOCTH SBJISAETCS COCTABHON YacThIO MTOBCEIHEBHOMU nesTensHocTH Koutemxa.

5.5  CB0eBpeMEHHOCTE.

HocuT mnpemynpexparomuii xapaktep Mep ofOecreueHuss 0e30IacHOCTH HHQOpPMALHH.
Pa3zpaboTka cHUCTeMBI 3aIIUTHI JOJKHA BECTHCh NApalIeNbHO ¢ pa3paboTKOH M pasBUTHEM CaMOi
3alIMINAEMON CHUCTEMBL. OTO IO3BOJIMT y4ecTh TpeOoBaHus Oe30MacHOCTH IPH INPOEKTUPOBAHHMH
apXUTEKTYpsl M, B KOHEYHOM cueTe, co3narbk Oonee 3((eKTHUBHBIE CHUCTEMBI, 00jajarolue
JAOCTATOYHBIMHM KOMIIETCHIITUSIMH.

5.6  IIpeeMCTBEHHOCTb U COBEPIIEHCTBOBAHHUE.

[IpeanonaraeT MOCTOSIHHOE COBEPIIEHCTBOBAHHE Mep U CPEICTB 3allUThl MH(pOpPMALUH Ha
OCHOBE ITPEEMCTBEHHOCTH OPraHM3allMOHHBIX M TEXHUYECKHUX pelleHul, KaJpoBOro cocTaBa, aHalnu3a
(byHKIIMOHHPOBaHUS 00BEKTOB MH(pOpMannoHHOH Oe3zonacHocTu Komnemka. Konnemx u cuctemsl ee
3alIUTBl C YYETOM H3MEHEHUH B METOJaxX M CpejicTBax mepexpara UHGOpPMALUH, HOPMATUBHBIX
TpeOOBaHMN 110 3alI¥Te, JOCTUTHYTOIO OTEYECTBEHHOrOo M 3apyOexHoro omelta B 001acTH
UH(POPMAITMOHHBIX TEXHOIOTHH.

5.7  PasyMHasg JOCTaTOYHOCTD.

[Ipeanonaraer cOOTBETCTBUE YPOBHsSI 3aTpaT Ha obecredyeHue Oe30MacHOCTH HH(OpMAIMHU K
Be/IMYMHE BO3MOKHOTO ymepba. Co3maTe abCOMIOTHO HENpeoJONUMMYIO CHCTEMY 3alluThl
IPUHIWNHATBEHO HEBO3MOXKHO. Iloka wH(popMmainus Haxogurtcss B OOpalieHHH, MPHHAMAaeMble Mephbl
MOTYT TONBKO CHH3WTH BEPOSTHOCTE HETaTUBHBIX BO3JCHCTBHH, HO HE MCKIIOUHTE MX IOTHOCTBIO.
[Ipn nmocTaToOYMHOM KOJIMYECTBE BPEMEHH H CPEACTB — BO3MOXKHO, MPEOAONETh JHOOYIO 3alllUTYy.
IlooToMy HMeeT CMBICI pacCMaTpuBaTh HEKOTOPHIM IPHEMIIEMBIH ypOBEHbL OOecreueHus
De30macHOCTH.

5.8  IlepconanbHas OTBETCTBEHHOCTD.

[Ipennonaraer BO3n0KEHME OTBETCTBEHHOCTH 3a obecriedenue OezomacHocTd uHGOpMAnuu u
cucTeMbl ee 00pabOTKHM Ha KaXKJOro COTPY/JHHKA B IIpejesnax ero MmoiHoMouuit. B cooTBeTcTBHHM €
STUM ITPHHIMIIOM paclipejie/ieHue NnpaB U 0083aHHOCTEH COTPYIHHKOB CTPOUTBCS TakuM 00pazoM,
9roOBI B ciy4ae Jr000OT0 HapylleHHs KpYyT BUHOBHHKOB ObUI HYETKO H3BECTEH WJIM CBEICH K
MUHHUMYMY.

5.9  Onrtumusanus NoJIHOMOYHH,

[Ipeanonaraer nmpeocTaBIeHHE IOJIB30BATENSIM ONTUMATBHBIX MpPaB JOCTYNA B COOTBETCTBHH
Co crmykeOHOM HeoOXoaumocThio. JlocTyn K MH(OpPMAIUK JO/KEH MPENOCTABIATECS TOILKO B TOM



cysae u oObeme, KOTZ@ 3TO HEOOXOAUMO COTPYIHMKY s BBINOJNHCHHS €ro JAOKHOCTHBIX
00s13aHHOCTEH.

510 Hcximoyenue KOH(IUKTa HHTEPECOB.

[TpeamnonaraeT 4eTKOe pasfieieHue OOsM3aHHOCTEH COTPYAHHKOB M HCKIIOICHHE CUTyalui,
xorga cgepa OTBETCTBEHHOCTH COTPYAHHMKOB  JOIYyCKaeT xoupmmkr wuHTepecoB. Cdepsr
MOTEHIMATBHBIX KOHQIMKTOB JOJDKHEI BBISBIATLCHA, MUHUMH3APOBATHCS, U HAXOMUTHCS MO CTPOTHM
He3aBHCUMBIM KOHTpPOJIeM. Peau3aiius JaHHOrO MPUHIKIA NPEATOaracT, 4To He OJIHH COTPYIHHUK HE
JOJKEH HWMeTh IIOTHOMOYMM, IO3BOJIIOIMX €My eIMHONMYHO OCYINECTBILATH —BBINOIHEHHC
KPUTHUHBIX OIEpalyi.

5.11 BsauMojeicTBUE U COTPYTHUYECTBO.

[IpearonaraeT co3JaHue ONArompusTHOH —arMocdepbl B  KOJUIEKTHBaX — CTPYKTYPHBIX
Mmojpas/ieneHyii. B Takoil 06CTAHOBKE COTPYIHHKH TOJDKHBI OCO3HAHHO COOIIOATh yCTAHOBIICHHBIC
NpaBHIIA M OKa3bIBaTh cozeiicTBie MHpOpManuoHHOMY LEHTPY. Bee coTpyAHHKH Kostemxa 1OIAKHBI
[IOHMMATH CBOIO POJh B Ipolecce obecredeHus MHGOPMAIMOHHOH OE30IIaCHOCTH H NPHHAMATE B
9TOM y4acTHe B ITOM IIpoILecce.

5.12 T'ubxocTh CHCTEMBI 3AIIHTEL

TpeamonaraeT CHOCOOHOCTh CHCTEMBI oObecnedeHHs WHGOPMALMOHHON —Ge30macHoCTH
pearnpoBaTh Ha H3MEHEHWs BHEIIHedl cpelsl W ycnoBuil ocymecTsieHHs Koiiemkem CBoei
JESTeIBbHOCTH.

5.13 TIlpoctoTa npuMeHEHHs CPEACTB 3ALIUTEHL

[TpenmosiaraeT WHTYWTHBHO NOHSTHBIE U IIPOCTHIE B MCIONB30BAHHU MEXaHH3Mbl H METO/IbI
3ammTL. [IpUMeHEeHHe CpeJCTB W METOAOB 3allliThl HE JO/DKHO OBbITh CB3aHO CO 3HAHMEM
CHIEHATBHBIX S3BIKOB WIIM C BBIIOJIHEHHEM AeHCTBUI, TpeOyrOIUX 3HAYMTEIBHBIX JOMOJIHHTEIBHBIX
Tpyo3aTpar mpH OOBIYHOM paboTe 3apervCTPUPOBAHHBIX IIOJIB30BATENCH, a TAKKE HE JODKHO
TpeGoBaTh OT IOJB30BATE IS BEIIOIHEH S PYTHHHBIX MATONOHSTHBIX €My OIepalli.

5.14 O060CHOBAaHHOCTbH U TEXHHYECKAsS Peann3yeMOCTh.

[Ipearmonaraer peagM3allMi0 Ha COBPEMEHHOM YPOBHE pa3sBUTHA HayKH M TEXHHMKH
HH(OPMAIMOHHBIX TEXHOJIOTHH, TEXHHYECKMX M MPOTPAMMHBIX CPEICTB, a TaKXKe CPEICTB U Mep
3anMThl HHGOpPMALIHAK.

5.15 Coenmanusauus ¥ NpoQecCuOHaIN3M.

IIpeamonaraeT NpuBIeYeHre K pa3paboTKe CPEJCTB U PeaTu3alli Mep 3allUThl HHpOpMALHU
CTIEIUATM3UPOBAHHBIX OpraHU3alMil, JMICH3UPOBAHHBIX Ha OCYLIECTBJICHHE JEATEIBHOCTH TIO
obecreueHnio 6e30macHOCTH HHPOPMAIMOHHBIX PECYPCOB, MMEIOMIUX MPAKTHYECKHH ONbIT paboThl U
FOCYJAPCTBEHHYIO JIMIEH3MIO Ha MpaBO OKasaHWs yciayr B 9To#  obmactu. Peammsaims
aIMMHHACTPATUBHBIX ~Me€p H  OKCIUTyaTalus CpPEACTB  3alUATBI  JOJKHA  OCYIIECTBIATHCS
npodeccHOHATBHO TTOArOTOBIEHHBIMH crienuaniucTamu Komemka.

5.16 OOGg3arenbHOCTH KOHTPOJIA.

[Ipeamnonaraer 00s3aT€NBHOCTS U CBOEBPEMEHHOCTH BBIABIICHHMS M IPECEHYEHMS IOIBITOK
HApyIIeHWs YCTaHOBJIEHHBIX MpaBmi, obecredeHus Ge30macHOCTH HWH(QOPMALUK, HA OCHOBE
HCIIONE3YEMBIX CHCTEM M CpeAcTB 3amuthl uHbopmaiua. KOHTpONb 3a HEATENBHOCTBIO JHOO0I0
[MONB30BATENs, KAKIOTO CPEACTBA 3AlMTHl W B OTHOIUEHWH JHO00ro 0oO0BEeKTa 3aIlHTHl J0JDKEH
OCYILIECTBIIATHCS HA OCHOBE MPUMEHEHHS CPEICTB OIEPaTHBHOIO KOHTPOJIS H PErHCTpaluu U J0/DKeH
OXBATHIBATh KAK HECAHKIMOHMPOBAHHbIE, TAK W CAHKIMOHWPOBAHHbIE JEHCTBHS IOJb30BaTENEH.
Bmecre ¢ Tem, s(hdexTHBHas cucrema obecrnedeHHs HHpopMarEoHHOU OezomacHocTu Tpedyer
HaIWuKs aeKBAaTHOM U BceoObheMITIOIeH HHQOPMALIUK O TEKYIIEM COCTOSHUH IMPOLECCOB, CBA3AHHBIX
¢ IBHAKeHMEM HHMOPMALUY U CBEJCHHUH 0 COOIIOICHIH YCTaHOBIGHHBIX HOPMATHBHBIX TPEOOBAHHI, 2



TaKKe IOMONHATEILHOR HH(POPMAIIAH, HMEIOIIEH OTHOLICHUE K IPHUHATHIO pelICHUH.

5.17 Henocrarkud cucTeMBl 00eCleueHHSA nH(OPMAIIMOHHOH OG€30MacHOCTH, BBIABICHHBIC
corpyaaukamu Kommemxa uinn VIHQOPMaMOHHOTO LEHTPa MOJUKHBI HEMEICHHO JIOBOJIMTHECH JIO
cpejieHus aupexropa Kosiemka u onepaTuBHO yCTPAHATECS.

6. Mepbl, METOIbI U CPeICTBA ofecriedeHns TPeOyeMoro ypoBHs 3alHIICHHOCTH
WHOPMALHOHHBIX PECYpPCOB

[Ipenmonaraeres, YTO HECAHKIMOHMPOBAHHBIH JOCTYIl Ha 00BeKTH  HHGOPMALMOHHOM
$e30MacHOCTH [IOCTOPOHHHX JIHIL HCKIII0YaeTCs MepamMy GU3NIECKOH 3auThL.

6.1 Bce Mepbl ofecrieuenusi 0e30IaCHOCTH HH(OPMAIIMOHHOH CHCTEMBI Konnemxa
MOZPAa3IeAIOTCS Ha CIIEIYIOUIHE BHJIBL:

- IPaBOBBIE;

- MOPaJTEHO-3THYECKHE;

- TEXHOJIOTHYECKHUE;

- OpraHu3alMOHHEIE;

- (pusmueckume;

- TEXHUYECKHE.

6.2  IIpaBossie.

K maHHOMY BHIY Mep 3allHTHI OTHOCATCS AEHCTBYIOIIME 3aKOHBI, YKa3bl, HOPMaTHBHBIC aKTEI,
COTIIAlIeH s], PEerTaMEeHTUPYIOIIMe MpaBuia obpaiienus ¢ ¥WH(GOpPMALNeH, 3aKpETUIOIHe Tpasa U
003aHHOCTH y4YAaCTHMKOB HH(OPMALMOHHBIX B3aWMOJCHCTBHI B IIPOLECCE o0paboTku u
MCIIOh30BAHNH, a TAK)Ke yCTAHABIMBAIOIIHE OTBETCTBEHHOCTD 3@ HAPYIICHHUS STHX TPABAUIL.

JlaHHble Mepbl HOCAT B OCHOBHOM MPEIyINPEXKTAIOMMH XapakTep M TPeOyloT MOCTOSHHOU
pa3bACHUTEIbHON paboThI ¢ MOJIB30BATEISAMY.

6.3 MopasibHO-3THYECKHE.

K namHOMY BHMIY Mep 3alIHThl OTHOCATCS HOPMbI TMOBEACHMS, KOTOphIC TPAJAUIHOHHO
CIOKUIMCh WM CKIAABIBAIOTCS TI0 MEpe PpaclpOCTPaHEHWsT HH(POPMAIMOHHBIX TEXHOJIOTHH B
obmmecTBe.

JlauHble Mepbl GOJbIIeil YacThIO HE SABIAIOTCS 00A3aTENbHBIMU, OJIHAKO, HMX HecoOII0IeHHe
MO3KET IIPUBECTH K CEPbE3HBIM TOTePsM HH(POPMAIMH H HEPEACKa3yEeMbIM IOCTICICTBUAM.

6.4  TexHOIOrUYECKHE.

K magHOMY BHJIY MEP 3alIMATHI OTHOCSTCS Pa3HOTO pojda TEeXHOJIOTHIECKUE PEIICHUS | [IPHEMBL,
HANPABIICHHBIE HA YMEHBIIEHHE BO3MOXKHOCTH COBEpIIEHHs COTpyIHHKamu Komemxa omuboK U
HapyUIeHH B paMKax MPeOCTABIECHHBIX UM IPAB U [OTHOMOYHIA.

6.5 OpraHu3anioHHbIE.

K rjamHOMY BHIY Me€p 3alIMTBl OTHOCATCS Mepbl OPraHM3alMOHHOTO — XapakTepa,
perIaMeHTHPYIOIIHE MPOLECCHl (yHKIMOHUPOBAHAS CHCTEMBI 00pabOTKH JIaHHBIX, UCIIOIB30BAHNE ¢
PECYpCOB, [€STeNBHOCTH OOCITYXKHMBAIOIIEr0 TIEPCOHANa, a Takke IOPSAOK —B3aMMOJICHCTBHSA
roJb30BaTeei ¢ cucTteMod TakuM oOpa3zoM, 4ToOBl B HaMOOJbIIEH CTENeHU 3aTPyIHHTh HWIIH
UCKIIFOYMTH BO3MOKHOCTE peasi3aluy yrpo3 Oe301MacHOCTH.

['naBHOM LENBIO OPraHU3ALMOHHBIX Mep, NMPEINPHHHMAEMbIX Ha BBICIIEM YIPABICHYECKOM
ypoBHE — c(HOpMHUpOBAaTH MONMTHKY B oOmacTd obecrnedenus O6e30macHOCTH HHGOPMALHH M
0becreunTh ee BBINOJIHEHME, BBIIESS HeoOXOOUMbIE TEeXHUUYECKHE, (PUHAHCOBBIE M YelIOBEYeCKHe
Pecypcesl, a TaK ke MOCTOSHHO KOHTPOJMPYS COCTOSTHUE IEeJI.

6.6  Yposuu nmommTuky obecredenus 6esonacHocTH HHGOpManuH



[TonuTtHka B 061acTu obecrieuenus 6e3omacHoctd uupopmauuu B Konevke pasaencsa Ha JBa
YPOBHSL:

- BEPXHHUH;

- HUKHHH.

K BepXHemMy YpOBHIO MONMTHKM obecriedenus O6e30nacHOCTH HH(pOpPMAIUH  OTHOCATCS
pelieHns PyKOBOJCTBA, 3aTparkBaiomye aestebHoCTh Komiemka B 1e1oM. Ha nanHOM ypOBHE Y€TKO
onpenensiercst chepa BIUSHAEC U OIPAHMYECHHS [PY ONPEJEICHUN Tenieii 0e30macHoCTH HHpOpMAaIHH,
ONPENEAIOTCS PECYPChl, ¢ MOMOIIBIO KOTOPHIX OHHM OyIyT HOCTHTHYTBL Haxonurcs xoMmpoMHCC
MEIKILy TIPHEMIIEMBIM YPOBHEM 6e30MaCHOCTH M (yHKIIMOHATIBHOCTBIO.

Ha HuXHEM YpOBHE MONMTHKA obecredeHus 0e30MacHOCTH WH(POPMALHU OIpeIeIoTCa
mpoleAyphl B [PaBUIIA TOCTHIKEHNS TeNel U perenHui 3a1a4 6e30nacHOCTH UH(pOPMAIHH.

6.7 Jloctyn moms3oBareneidf k paGore ¢ oOBeKTaMu HHPOPMAIMOHHON OGe30macHOCTH
Komnemka W JOCTYN K MX pecypcaMm JO/DKeH OBITh CTPOro pernamMeHTHpoBaH. JI:oOble M3MeHEHHs
cocTaBa M IIOJIHOMOUHMM II0JTh30BaTelNed MOKHBI MPOU3BOAUTECA YCTAHOBICHHBIM IMOPSIKOM,
COTJIACHO PEerjiaMeHTa MpPe0CTaBICHUS JOCTYIIa MOJIb30BaTeCH.

6.8 Bece corpynauku Konnenka, 3aperucTpupoBaHHBIE KakK JIETalIbHBIE TOIb30BATENIN
ECKC monKkHbl HECTH IEPCOHAIBHYIO OTBETCTBEHHOCTh 3a HApYyIIEHHs YCTAHOBIIEHHOTO MOpPsJKa
00paboTKH HMH(OpPMALMH, IPAaBHJI XpPaHEHMs, MCIONb30BaHUs U Iepenadd, HaXOIANIMXCs B HX
PacopsHKEHNH 3allHIIaeMBIX PECYPCOB CHCTEMBI.

6.9  Iloanmexalrue 3alIUTe PECYPChl CUCTEMBI ITOIEXKAT CTPOTOMY YUETY.

6.10 Bce Heucnonb3yemblie B paboTe yCTpoMCTBa BBOJIA — BBIBOJA HHPOPMAILMK HA pabouuX
MecTaX COTPYIHHMKOB, paboTaromux ¢ KoHGHIeHIMaTbHOH MHGOpMAlMeH, AOMKHBI OBITH MO
BO3MOKHOCTH OTKIIFOYEHBI, HE HYXHBIE Uil paboThl NMPOrpaMMHBIE CPEJCTBA M JTaHHBIC C JIHCKOB
TakKe JOJKHBI OBITH yIalIeHBbI.

6.11 B xommoHeHTax 00beKTOB HH(popManmoHHOH OGezonacnoctu Komnnemka u Ha pabounx
MecTax I0JIb30BaTeNel J0JDKHBI YCTAHABIMBATECA M HCIOIB30BATHCS JIHIICH3HOHHBIC ITPOrpaMMHBIC
CpenCcTRa, MPOoLIeIIIe aHTUBUPYCHYIO IIPOBEPKY.

6.12 Tlonb3oBarenn 06beKTOB HHBOpManuoHHOM GezomacHocT Koutemka mOMKHBEI OBITH
03HAKOMJIEHBI CO CBOMM YPOBHEM IIOJHOMOYMH, a TaKiKe OpraHM3alMOHHON-PACIIOPSIUTETHHOM,
HOPMATHMBHOM, TEXHUYECKOHW M SKCIUIYaTAllMOHHON NOKyMEHTallWeif, onmpenensiomel TpeGoBaHus U
nopsok o0padoTku uHpopmaryu B Koiemxke.

6.13 Jhoboe rpyboe HapylieHWe NOpPAAKA W TPaBHI MOJIb30BaHHA HHPOPMALMOHHBIMH
pecypcamu Koiemka HODKHO paccienoBaThes. K BHHOBHBIM IMPUMEHATHCS a/ICKBATHBIE MEpbI
BO3/ICHCTBHS.

6.14 Jlns peanu3auuy NPUHIMIA [I€PCOHATBHONW OTBETCTBEHHOCTH IOJB30BAaTE/ICd 32 CBOM
JeicTBUSI HEOOXOIUMBI:

- WHIMBHIyaJIbHAS HACHTHQUKAIHS [TOJIb30BaTeNed i HHUIIMAPOBAHHBIX UM ITPOIIECCOB;

- IPOBEPKA IOUIMHHOCTH IOJB30BATENCH HAa OCHOBE MapoJjei, KIouYed Ha pa3Iu4YHOH
OCHOBE H T.J.;

- peaxius [IPH IONBITKE HECAHKIIMOHUPOBAHHOIO OCTYyNa (CUrHanu3anus, OJ0KHpOBKA
uT.1.)

6.15 Jlns obecneuenus wunbopmanuonHoi 6GesonacHoctd Komnemka HCIOIb3YIOTCS
CJIeTYIONIHE CPEACTBA 3alUTHL:

- (huzuyeckue;

- TeXHHYECKHE,



- cpezicTBa HACHTU(HKAIMK U ayTEHTH(MKAIMH [10JIb30BATEIICH;

- CpeJICTBA pa3rpaHHYEHHs I0CTyIa;

- cpeacTBa obecredeH|s KOHTPOJIS ¥ LETOCTHOCTH;

- CpEJICTBA ONEPATHBHOTO KOHTPOIIS M PETHCTPAIUH COOBITHI Ge30MacHOCTH;

- KpUnTorpaguueckue CpecTaa.

6.16 TexuudecKHe MEPHI 3aIMUTEIL

OCHOBaHLI HA WCIOJIB30BAHUM pA3/IMYHBIX SIEKTPOHHBIX YCTPOMCTB M CHELHATbHBIX
IIPOrpaMM ¥ BBITOJNHSIOMKX (YHKIUU 3aIHTHL

6.17 Cpexncta pasrpaHH4eHUs JOCTyNa

B messx HpeaoTBpalienus paboThl ¢ 00beKTaMi HHOPMAIMOHHOH 6e30MacHOCTH Komnnemxa
TOCTOPOHHUX JIHll, HEOOXOMMMO OOECHeunTh BO3MOXHOCTb DACIO3HABAHMA KAXKIOrO JIETAIBHOIO
M0JIb30BATENS.

6.18 Cpencrsa uaeHTH(GUKAINY ¥ ayTeHTU(QUKALMH T10/1b30BaTENCH

30HBI OTBETCTBEHHOCTH M  3a0a4d KOHKPETHBIX TEXHMYECKHX CPEACTB  3alllUTHI
YCTaHARIUBAIOTCS MCXO/s U3 MX BO3MOXKHOCTEH M OKCIUIYaTAl[MOHHBIX XapaKTEPUCTHK, ONMCAHHbIX B
JOKYMEHTAIUU Ha JJaHHbIE CPEICTBA.

6.19 CpencTBa obecrnedeHus LETOCTHOCTH

Cpencra obecrmiedeHUs IENOCTHOCTH BKJIOYAKOT B CBOM COCTaB CPEACTBA PE3EPBHOTO
KOIMPOBAHMsL, [POrpaMMbl AHTWBHPYCHOW 3allMTHI, TPOTrpaMMbl BOCCTAHOBICHHSA LEIOCTHOCTH
OIepanuoHHOH cpeasl U 6a3 JaHHBIX.

6.20 CpencTBa onepaTUBHOTO KOHTPOJIA

CpelcTBa KOHTPOJA  LEIMOCTHOCTH  MHMOPMALMOHHBIX  OOBEKTOB  HH(OPMALMOHHOH
6ezonmacHoctH Konemka npeaHa3HAYEHB! I CBOSBPEMEHHOTO OOHApYXKEeHHs MOAM(DUKAIAM HIH
MCKaXKEHHS pecypcoB chcTeMbl. OHU MO3BOISIOT OOecHeunBaTh MMPABUIBHOCTh (YHKIHOHUPOBAHHUSA
CHCTEMBI 3aIUTHI U 11€JIOCTHOCTH XpaHUMOM 1 06pabaTeiBaeMoil HHPOPMALHH.

6.21 Kpunrorpaduueckue cpeacTsa

Bee cpeacrsa kpuntorpadudeckoi 3amuTel nHGopManuu B Komnemke 10/OKHBI CTPOUTECS Ha
OCHOBe 0asuCHOro Kpunrorpaduyeckoro sapa, TMPOIIEAIIEr0 BCECTOPOHHUE HWCCIICIOBAHMS
CIELHATH3UPOBAHHBIMYA OPTaHU3aUAMU.

6.22 VYmpasienue cucTeMoi obecneveHus Oe30nacHOCTH HHMOPMAINK MPECTABIAET COO0H
IeJIeHaNpaBIEHHOe BO3/CHCTBHE HAa KOMIIOHEHTBI CHCTeMbl obecredeHus O€30IIaCHOCTH C LENBIO
NOCTHKEHUsSI TpeOyeMBIX TOKasarelneil W HOPM 3alUMINEHHOCTH OOBEKTOB HH(OPMAIMOHHOH
6ezonacrocTH Kotemka B YCIIOBHSAX pead3alii OCHOBHBIX YTPo3 0€3011aCHOCTH.

6.23 Kourtpons 3¢peKTHBHOCTH 3aLIUTHI

KouTpois 3¢ GeKTHBHOCTH 3alUThl HHOOPMALHH OCYIECTB/ISETCS C ETBI0 CBOSBPEMEHHOIO
BBIBICGHUS W IpeNoTBpalleHuss yrpo3 OesomacHocTH. KOHTpOIb MOXKET MPOH3BOAUTHECSA KakK
OTBETCTBEHHBLIM  COTPYJHHKOM 3a wuH(OpMmamumonHyio OesomacHocts Kommemka, Tak #
IpUBJIEKAEMBIMH [UTS 3TOM LeNTH OPTraHU3aALHAMHE, UMEIOIMMH JTHIEH3UIO Ha 5TOT BUI ACATEIBHOCTH.

7 IMopsaaok yrBep:RIeHUsI, BHECEHHS] H3MEHeHHH U 10N0THeHU |

P Hacrosimas [Tomutuka Wb BeTynaeT B 3aKOHHYIO CHITY C ATkl YTBEPXKIACHHS.

7.2 M3Menenus u AONMOJHEHUs B Hacrosdmlyw [loJMTHKY BHOCATCS [0 HHUIIHATHBE
pykoBojcTBa Konnemxa, OTBETCTBEHHOIO COTPY/IHHKA.

7.3  Ilepecmotp [lonmutuku Mb npoussoautcs He pexe 1 pasa B roj.

7.4 B cnydae BCTYIUIEHHMS OTJEIbHBIX IIYHKTOB B IPOTHBOpEYHE C  HOBBIMH



1.9. Tlomuruka Wb siBaseTcs JOKYMEHTOM, JOCTYIHBIM KaXIOMY cOTpyaHUKY Kouiemka.

1.10. JlokymeHTamu, meramusupyrommmu nonoxenus [lomutuku Wb npuMeHHTENBHO K
O/HON WM HECKOIBKMM obnacTsM HHGOPMAIMOHHOK 0€30MacHOCTH, BHAaM H TEXHOIOTHAM
fqestenpHocTH  KosuTemka, SBISIOTCS YACTHBIE TONUTHKU [0 obecnedeHH0 HHGOPMAIMOHHOH
Ge30MacHOCTH,  MHCTPYKIMH, METOAMYECKHME IOCOOHMA M pPEKOMEHMAIMH, KOTOpBIE SABISIOTCH
JOKYMEHTaM# 10 WHHOPMALMOHHOH 6€30aCHOCTH BTOPOIO yPOBHS .

2. O0bexTnl HHPOPMAHOHHOH 0€30MACHOCTH

2.1.  OcHoBHBIMHU 0OBeKTaMu HH(POpPMAHOHHOHK GesonacHocTH B Kouteke sBIsOTCS:

- uH(GopManMoHHass HHQPACTpyKTypa, BKIIOYAKOas TEXHUYECKHEe M MPOrpaMMHO-
anmaparTHble KOMIUIEKCH], HH(GOPMAIMOHHBIE CHCTEMBI, CHCTEMBI M CPEJICTBA 3allUThl HHPOPMALUH,
cucTeMbl M (MJIH) MojJcHcTeMBl 00paboTKA W aHann3a HHGOPMAIHH cpencTBa 00paboTKy, nepeiaiu u
0TOOpaKeHHs, B TOM YHC/IE KaHalbl HHGOPMALMOHHOrO 00MEHA M TETeKOMMYHHMKAIWK, OOBEKTHI U
[IOMEIIEHHUS, B KOTOPBIX Pa3MEILEeHbl TAKUE CHCTEMBI.

- UH(POPMAIIHOHHBIE  PECypchl €  OIPAaHMYEHHBIM  JIOCTYIOM,  COCTaBIISIOIINE
rOCYIapCTBEHHYIO TaifHy, MEpPCOHAbHBIE JaHHBIE, CBEAECHHS OrPAHHYCHHOTO PaclpOoCTPaHEHHs WM
MHBIE YYBCTBHUTEbHBIE K CIy4aiHbIM M HECAHKIMOHHPOBAHHBIM BO3JICHCTBUAM M HAPYLICHHIO HX
GezomacHOCTH HH(OPMALMOHHBIE PECYPCHl, a TaK)Ke OTKPBITO pacHpocTpaHseMas HH(pOpMallusl,
HeoOxommast i paboTel Korteka, He3aBHCHMO OT (OPMBI H BHA €€ NPE/ICTABICHHS,

- npoiecchl 00paboTku HHPOPMALHUU B €IWHOH CTPYKTYPHPOBAHHOM KOMITBIOTEPHOM
ceru (ECKC) Komnemka, vHGOPMAIMOHHBIE TEXHOJIOIUH, PErIaMEeHThl B MPOIEAYphl BBOMA, cOopa,
00paboTKH, XpaHeHUs U nepeaaun nHbopMaluy;

- rnepcoHan pa3paboTYMKOB, MMOJIb30BaTENel cucTeM W obecrieynBalomIuii ee cTabuIpHOE
(YHKIIMOHUPOBAHUE;

2.2. Hudopmanmonnas cpena Komremka, 10KaIbHO-BEIUUCIHTEIBHBIE CETH Pa3HOIO YPOBHA
¥ KOMILJIEKCHI aBTOMaTH3MPOBaHHEIX pabounx mecT, o0peauHeHHbIX B ECKC.

2.3. K ocHoBHBIM 0cobeHHOCTSM HHPOPMAIMOHHOH cpepl Koneka 0OTHOCATCS:

- 00beMHEHHE B €JWHBIE CHCTEMbl Pa3HOOOPA3HBIX TEXHUYECKHX H IMPOrpPaMMHO-
anmapaTHeIX CPeACTB 00paboTKH U Nepenadu HHGOopManuH;

- pacinupenue cepbl HCHoNb30BaHus HHPopManuoHHEIX cucteM Kommemka;

- o0BeIMHEHHE B EIWHYI0 HH(POPMAIIMOHHYKD CpPeay pasiIH4YHBIX HEOJIHOPOIHBIX
Moesieit HHQpOPMAMOHHBIX CUCTEM.

- pasHooOpasue pelraeMbIx 3a/1a4 ¥ TUIOB 00pabaThIBaeMBbIX JIdHHBIX, CIIOKHBIE PEKUMDbI
ABTOMATH3UPOBaHHOH 00paboTkK HHPOPMAIHH;

- B&XHOCTH W  OTBETCTBEHHOCTh  pEIleHHH, NPUHMMAaeMbIX  Ha  OCHOBE
aBTOMaTH3MpOBaHHOH 0OpaboTku uHGopManuu;

- oObeUMHEHHE B eJMHBIX 0aszax JaHHBIX HHGOPMALMM Ppa3IM4YHOTO HA3HAYCHHS,
IPUHAUIEKHOCTH U YPOBHEH KOH(DUICHIUAIBHOCTH;

- He0OXO0IMMOCTh O0ecriedeHus HenpephIBHOCTH (yHKuHoHHposanus Komnerxka:

- pa3HooOpa3ue, 3HaYMMOCTE U HHTEHCUBHOCTE HH(OPMAIIMOHHBIX IIOTOKOB;

- pazHooOpasue KaTeropui INOJb30BaTeled, pa3paboT4MKOB U 0DECHedUBarOLIErO
nepcoHana HHPOPMAITHOHHBIX CUCTEM.

2.4, 3ammTe MOANEKUT Best uHGopMaust U HHGOPMAIIMOHHEIE peCypChl, IHPKYIUPYIOIIKE B
Koutemke, HE3aBHCUMO OT ee mpeacTaBieHus U Mectronaxoxaerusi B8 ECKC.



3. et | 33J24H JesTeTLHOCTH 110 ofecnedeHn o HHGOPMAHOHHO 0e30ImacHOCTH

3l OCHOBHOW IIeNBI0 [EATeNPHOCTH 110 obecnedeHuo HHPOPMAIMOHHOW 0e30NacHOCTH
Koiemka sSBIsSeTcsl 3auTa 00beKToB HHpopMannoHHOH GesonacHocTn Kojuemka 0T BO3ZMOKHOTO
HAHECEHHS  MATEPHANLHOrO, (U3MYECKOro, MOPATBbHOTO HJIM HHOro ymepda, MOCPEACTBOM
CIyYailHOTO WIM TIPEJHAMEPEHHOTO BO3NEHCTBHS Ha HH(OPMALMIO, €€ HOCHTENEH, MPOLECCHI
00pabOTKH M Tepejady, a TAakke MHHMMHU3AIMS YPOBHS HH(MOPMALHOHHOH 0€30TacHOCTH JpYrHX
yIpos.

32  OcCHOBHBIMH 3ajadaMH  JEATENBHOCTH [0  O0ecnedyeHMIO  HH(OpMAlHOHHOH
0e30MacHOCTH ABIIAIOTCS:

- CBOEBPEMEHHOE BBIABIICHHME, OIEHKA M [POrHO3WPOBaHWE MCTOYHHKOB YIpo3
uH(pOPMALIHOHHON (e30aCHOCTH, NPHYMH H YCJIOBUH, CIOCOOCTBYIOIINX HAHECCHHIO yiepba.
HApYIIEHHIO HOPMAIBHOTO (QYHKIHOHHPOBAHUS 00bexkToB HH(POPMALMOHHOH Oe30macHOCTH
Konnemxa;

- CO3MaHHEe MEXaHH3Ma OINEpPAaTMBHOTO pearHpoBaHUS Ha yrpo3bl 0€30macHOCTH
HHGOPMAIIHH U HEraTUBHBIE TEHICHIIHH;

- co3jaHMe YCNOBHM il MHHHMM3AUMM M JIOKalu3allid HAHOCMMOro yiuepba
HETPaBOMEPHLIMH IEHCTBUSIMH (DU3MUECKHX M IOPHIHYECKUX JIHUIL, OC/IabIeHue HeraTHBHOTO BIIMAHHSA
M TMKBUJALNAE NOCIECTBIM HapyIIeHus 0€301acHOCTH HH(POPMALIH;

- 3aIUTa OT BMEIIATENbCTB NOCTOPOHHMX JIMI[ B TIporiece QYHKIIHOHAPOBAHHS 00BEKTOB
uHpopmaironHo# 6esonacHocTn Komnemxa;

- pasrpaHMYeHHe JOCTYIA MoJb30BaTeneif K 00bekTaM HHPOPMALMOHHON Oe3011aCHOCTH
¥ UHBIM pecypeam Komnexka;

- obecrievenne ayTeHTH(OUKALMHN T10J1630BaTeNei, YIaCTBYIOIIUX B HHOOPMAIIMOHHOM
oOMeHe;

- 3aLIATA OT HECAHKIMOHUPOBaHHOM Moaudukamuu ucnoms3yembrx B ECKC Komnemxa
NpPOrpaMMHBIX CPEICTB, a TAKXKe 3allUTy OT BHEAPEHHUS HECAaHKIIMOHMPOBAHHBIX MPOrpaMM, BKIIHOYas
KOMITbIOTEPHBIE BUPYCHI;

- 3aumTa MHQOpPMALMU OrpaHHYEHHOIO IIOJB30BAHUS OT YTEYKH IO TEXHUYECKHUM
KaHajiaMm 1pH ee 00paboTKe, XpaHEeHUH U Nepelauy 10 KaHalaM CBS3H,

- oGecrieyenne GecriepeGOMHOrO (QYHKIIMOHMPOBAHUS ~KPHOTOTPAQUUECKUX CPEICTB
3aIUTEl HHQOPMALIHH.

3.3 [TocTasieHHas L€Ib 3aIIUTE] 1 PEIICHUE NePeYUCIEHHBIX 3a1a4 JOCTHTA0TCs C:

- YY4ETOM BCEX MOJIEXKAIIMX 3allUTe OOBEKTOB HH(pOpPMANHMOHHOH Oe30macHOCTH
Komnnemxka;

- perucTpanueil B )KypHaiax JeHCTBHH ITepcoHana, OCYIIECTBISIOMEro o0cIyKuBaHue 1
mouduKauio 06beKTOB HHGOPMALMOHHON 0€30MacHOCTH

- MOJHOTOM, pEaTbHON BBIIOJHUMOCTBIO W HENPOTHBOPEYHBOCTBIO  TpeOOBaHHH
OpraHu3alMOHHO-PACTIOPSANTEIbHBIX  JOKyMeHTOB Komtemka mo  Bompocam — obecredyeHust
6e3onacHOCTH HH(OPMALIUU;

- MOJArOTOBKOM JIOJDKHOCTHBIX JIMI, OTBETCTBEHHBIX 33 OPraHMU3alUIO U OCYLIECTBIIEHHIO
MPAaKTHYECKUX MEPONpHATHH o obecnedeHnto Oe3omacHOCTH HHQOPMAllMM M NIPOLECCOB €€
obpaboTku;

- HAZIEJTEHHEM KAXKIOro IO0/Ib30BaTellss ONTHMATLHO-HEOOXOAUMBIMU JUIS BBIIIOIHEHUS
WM CBOMX (DYHKIHOHAIBHBIX OOGS3aHHOCTEH TOJHOMOYMSAMH IO JOCTYIY K HMHQOPMAIHOHHBIM
pecypcam Konnenxa;



3aKOHOJATEe/bHEIME aKTaMH B cdepe HHOOPMALMOHHBIX TEXHOJOTMH - JTH IIYHKTHl JaHHOH
KOHIIEMIHHA YTPAYMBAIOT FOPUIMYECKYIO CHJIY IO MOMEHTA BHECCHUS H3MCHEHMH B HACTOMAIIYIO

[Momutuky Ub.
Tpe6osauus [Nomuruku B MoryT passuBarses ApYTUMH BHYTPEHHUMH JOKYMEHTAMH Konnemxa,

KOTOPBIE JOTOJHAIT H YTOUHAIOT €C.

COI'JTACOBAHO:
3aMeCcTUTENb JUPEKTOpa 110 HHYOPMATH3AIIH

A WHHOBAIIUSIM I'.H. ®arraxosa

HaganpHUK OT/€/1a KaapoB g P.3. T'atuna

Benymuit FOpHCKOHCY BT J.P. T'apados
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